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essentials

- Anything that is in the world when
°
DaVId Storey you’re born is normal and ordinary
and is just a natural part of the way
Head Of Year 9 the world works.

Anything that's invented between
when you’re 15 and 35 is new and
exciting and revolutionary and you

Pa re nt Of 2 yo U ng can probably get a career in it.

1 Anything invented after you're 35 is
Ch | ld ren against the natural order of things.

Douglas Adams

HOY for 10 years
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https://www.youtube.com/watch?v=2IcpwISszbQ
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https://www.youtube.com/watch?v=ymb_s9baYV0
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Talk to your children about their online
lives every two weeks, urges charity
Internet safety should be treated like road safety and caution with strangers as

new figures show frequency of exposure to inappropriate content, says children's
charity

1an Sample Science editor
pr—

Aleading charity has urged parents to do more to keep their children safe online . .
as new figures reveal how often young people are exposed to violence, hatred, ’c’oso e ' a r‘ e I I 4 l I e
sexual content, bullying and other inappropriate content when using the internet.




What we’ve been doing in school




32% of children worry
about the way people
behave online and contact

from people they don’t
know or don’t want to be
in touch with

EU Kids Online 2013
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Who do children talk to online?

Gamers

‘Friends’ and
‘Friends of Friends’

Avatars

DA

Children can play against friends
and strangers through games
consoles or online games like
Minecraft - typing and talking

Social networking sites allow
interaction with people your
children might not know, but
that are friends of their friends
on the site

Characters created on sites like
Moshi Monsters and Club
Penguin - limited chat is allowed
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Who do children talk to online?
-

Strangers Sites like Twitter and IMS
(instant messaging services)
like BBM and KIK allow users
to ‘follow’ and send messages
to strangers

Anonymous strangers Sites like askfm allow users to
ask other users anonymous
guestions

Video chat with strangers Sites like Omegle and Chat

Roulette are designed for
webcam enabled chat with
strangers
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How to Fake an Exotic Holiday on Facebook: This Student Did

Zilla took a month long holiday to Asia -
specifically, to Thailand, Cambodia and Laos -
or so she portrayed on her Facebook profile. In
truth, she sat indoors in her Amsterdam
apartment, photoshopping herself into images
of Asian monasteries, exotic beaches and with
people. She kept up the facade for almost a
month, with her family as well.
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Children could be speaking to someone who is not
who they seem

Children could be being bullied

@ important?
A
A
A

Children could be receiving bad advice from others
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Why is Who so important?
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How to find out Who your
children talk to online

Ask your children if they have friends online that they
don’t know offline

Have a look to see how many friends they have on

Facebook

Create an avatar so you can play with them.

Talk to other parents about their family rules about
texting and using social networking sites
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What to do if you have a
Who worry

Explain to your child why you are worried about the people they are
in touch with online

If someone is bullying your child online:

*  Keep the evidence — screenshots and/or texts

* |Ifit’s someone from their school, talk to their teacher
* Report to the service provider

*  Find out how to block users on sites like Facebook

If you are concerned about a person who is talking to your child, you
can report it to CEOP

Micresoftt the zone



Nearly half of 12-15s
think downloading
shared copies of music
and films for free should

not be illegal

Children and Parents attitudes to Media
Ofcom 2012
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What do children do online?

Bullying or harassment of others This may be someone they know via a site
like Facebook, or anonymously through
sites like askfm and Omegle — ‘trolling’

Gambling or ‘underage purchasing’ Age verification on most sites is carried
out by asking for a date of birth and
confirming through an email address,
both of which can be falsified

Hacking This could be a friend’s Facebook account
(‘fraping’ or ‘brapeing’)
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ADR - Address

AEAP - As Early As Possible

ALAP - As Late As Possible

ASL - Age/Sex/Location

CD9 - Code 9 - it means parents are
around

C-P - Sleepy

F2F - Face-to-Face, a.k.a. face time
GNOC - Get Naked On Cam

HAK - Hugs And Kisses

ILU - | Love You

KOTL - Kiss On The Lips

KFY -or- K4Y - Kiss For You

KPC - Keeping Parents Clueless
LMIRL - Let's Meet In Real Life
MOOS - Member Of The Opposite Sex
MOSS - Member(s) Of The Same Sex
MorF - Male or Female

MOS - Mom Over Shoulder

NALOPKT - Not A Lot Of People Know
That

NIFOC - Nude In Front Of The
Computer

NMU - Not Much, You?

P911 - Parent Alert

PAL - Parents Are Listening -or- Peace
And Love

PAW - Parents Are Watching PIR -
Parent In Room

POS - Parent Over Shoulder -or- Piece
Of Sh**

RU/18 - Are You Over 18?

RUMORF - Are You Male OR Female?
S2R - Send To Receive

TDTM - Talk Dirty To Me

WTF - What The F***

WUF - Where You From

WYCM - Will You Call Me?

WYRN - What's Your Real Name?
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Why is What so important?

Your child may be involved in illegal activity like
_/ hacking or sharing sexual images

They may be making deliberate or accidental
/ purchases without you knowing

They may be struggling to manage their online

friendships and get involved in bullying or
harassment
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How to find out What your children
are doing online

Talk to your child about illegal and legal activity
online and ask them if they create films- lllegal to
take , make or share indecent images of anyone
under the age of 18.

Ask your child about the sort of images they
receive and send and find out if they use web
cams- 46% of teenagers think it is ok to send
explicit images to each other if in a relationship
(NSPCCQO).

Make sure your child knows that can talk to you if
they are feeling pressured into sending or
receiving sexual images
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What to do if you have
a What worry

Turn off in-app purchasing on smartphones and tablets

Check your child’s privacy settings on sites like Facebook
and image sharing sites like Instagram. Note, that they
may have more than one FB account and only show you
one of them.

Decide whether you need to involve your child’s
school or even the police
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57% of children
worry about the content
they see

EU Kids Online 2013
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Where do children go online?

Social Networking sites

Sites for younger children restrict and
monitor chat — other sites may have
ways of reporting offensive content or
chat

Gaming sites

Chat on gaming sites is not monitored
— and players can talk to each other
on some games consoles

Video sharing sites

Sites likes YouTube have millions of
videos uploaded by anyone with an
account — there will be content that is
inappropriate for your children

Shopping sites

May sell age inappropriate products
and services unless they have
effective age verification systems

DA
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Contont sharing | Messaging | Live streaming

Minimum age according to YouTube
This s YouTube's minimum age. What do you think is the right
age for this site? Share your thoughtsw

YouTube allows you to watch, create and comment on videos. You can create your own
YouTube account, create a music playlist, and even create your own channel, which means
you will have a public profile. YouTube allows live streaming,

What do | need to know about YouTube?
We've spoken 1o parents 1o find out what they think about YouTube. We've also asked children and young
people what they think. Here's what they sexd.

Children's views ‘

What do children and young people say to look out for:
26% of the chikdren and young paople who reviewed YouTube thought that it can ba risky. Ky things
they montioned wore

+ Some videos don't contan age appropriate content

* Mean comments on videos

* Adverts, these can be annoying and somelimes inappropriste

Snapchat

Photo sharing | Vidoo chat | Messaging

Minimum age according to Snapchat
Thes 8 SAapChal's Minamum a0 Whal 30 you Tank i e noht
‘age for this app? Share your houghise

Snapchat is an app that lets you send a photo, short video or message to your contacts. The
“snap’ appears on screen for up to 10 seconds before disappearing, although it can be
screenshotted. There’s also a feature called Snapchat Story that lets you share snaps in a
sequence for up to 24 hours.

What do | need 1o know about Snapchat?
Weve spokan 1o paronts 10 find oul whal By think aboul Snapchal. We've aio asked chikdven and young
people what they think Here's what they saxd

Children's views a

‘What do children and young people say to look out for:
32% of e Chiken and YOUng PEOple who reviewed SNapchal IMought Mt & can be nisky. The main
163500 My Qave wore

- Strangers adding you

* You can’l conirol wha you see when you open a Snapchal irom someane else

+ People can scresnshiot your Snapchats and then share them

Photo / image sharing | Content sharing | Messaging | Video chat | Live
streaming

Minimum age according to Instagram
This is Instagram’s minimum age. What do you think is the
night age for this site? Share your thoughtsw

Instagram is a picture and video sharing app. Users can post content and use hashtags to
share experiences, thoughts or memories with an online community. You can follow your
friends, family, celebrities and even companies on Instagram. Instagram allows live
streaming.

What do | need to know about Instagram?
Wae've spoken to parents to find out what they think about Instagram. We've also asked children and young
people what they think. Here's what they said.

Children’s views °

‘What do children and young people say to look out for:
34% of the children and young people who reviewed Instagram thought that it can be risky. The top
risks were

+ Strangers following of talking 1o them, particularly adults

+ Bullying, especially people posting mean posts or pictures

* Hacking and fake accounts

+ People screenshotting and sharing their pictures and videos without permission

Why young people like it:
The main things that young people told us they liked about this site were:
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Where do children go online?

Chat Sites

Some sites encourage children
and young people to talk to
strangers online

Search Engines

Search engines will capture
information about your child’s
browsing history in order to target
advertising

Advice Sites

Not all advice sites will provide
your children with information
you are comfortable with

Microsoftt the
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True Historical
Examination

f

Rap lyrics-

Learn more about Kwanzaa!!

g the Dream to life in your town!
Duwnlu.ul flvers to pass out at vour school,

cnul mgm Jrary

Join MLK

135
/20

Qou....

Google

googe.co.uk Tgfe MHKESHigfr

martin luther king

Videos Search too

Martin Luther King, Jr. - Wikipedia, the free encyclopedia ; N

on wikipedia orgiwikiMartin_Luther_King,_Jr. ~ Mamn Luther ng
Martin Luther King, Jr. (January 15, 1929 — April 4, 1968) was an American pastor. »
actvist, humaniarian, and leader i the Afcan-American Cil Rights Jr.

Martin Luther King, Jr. Day - Assassination of Martin Luther _. -| Have a Dream

BBC History - Martin Luther King Martin Luther King, Jr. was an American pastor,
www_bbe. co.ukhistory/people/martin_luther. Iunq shiml activist, humanitarian. and leader in the African
Martin Luther American Civil Rights Movement. Wikipedia

Nobel Peace Puu- in 1964, his assass

was a pivotal Wyuve

Born: January 15, 1929, Atlanta, Georgia. United States

enatinkthe g - Gogie.. ¥ |

SafeSearch on

Assassinated: Apil 4, 1968, Memphis, Tennessee, United States

Martin Luther King Jr. - Biography - Civil Rights Activist ...

S Coretta Scott Ki 1953-1968)
www biography com/people/martin-luther-king-jr-9365086 ~ powes: Comita Sout King (o 7963-1968).

his

ination in 1968 Leam more at Biography com.
Awards: Nobel Poace Prize, more

Martin Luther King Jr_led the U S, Civil Rights Movement from the mid-1950s until Chi”'t":a";m" Luther King I, Dexter Scot King, Yolanda King,
mice

Martin Luther King Jr. - A True Historical Examination Songs: | Heve a Dream, [speech]. Birmingham 1963: Keep Movieg

winw martinlutherking org/ Guerila Warfare
The truth about Martin Luther King: Includes historical trivia, articles and pictures. A

valuable resource for teachers and students alike People also search for

Martin Luther King Jr. - Biographical - Nobelprize.org

www nobelprize org/nobel_prizes/peace/laureate King-bio htm! ~

Martin Luther King, Jr., (January 15, 1929-April 4, 1968) was bom Michael Luther . I

King, Jr., but later had his name changed to Martin. His grandfather began the Malcolm X Nelson Mahatma  Rosa Parks
Mandela Gandhi

News for martin luther king

Narendra Modi and Barack Obama pay joint
homage to ...

Times of India - 1 day age

WASHINGTON: In a rare gesture, Prime Minister Narendra Modi
and US President Barack Obama on Tuesday visited the Martin
Luther King Jr

Narendra Modi gifts Gita, Martin ln!h-l King's memorabilia ...
Daily News & Analysis - 2

More news for martin luther king
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Coretta
Scott King

Z0ne



Why is Where so important?

A They might be visiting sites that are not age appropriate
A They could see upsetting or frightening content

They could be exposed to advertising including marketing
A linked to their browsing history

Microsoft the @Zone



How to find out Where your
children go online

Talk to them about their favourite sites — ask them to show you, be snoopy,
be their own special constable. Young people will talk to strangers online, so risk
assess and educate about what to share and what not to.

Talk to other parents about which sites their children use

Look at your child’s browsing history with them although they may use
private browsers or delete history.

Get them to show you their favourite videos on You Tube

Read reviews of children’s sites and choose some sites you are happy for

DA your child to visit Microsoft  the -
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What to do if you have
a Where worry

Talk to your child about your concerns
Agree sites that you’re happy for them to use

Set YouTube SafetyMode and Google SafeSearch
to help filter ‘inappropriate content’

Familiarise yourself with reporting tools on sites
like Facebook, YouTube, live streaming

Micresoft: the zone



essentials

Who, What , Where

Micresoft  thi




essentials

02 NSPCC NetAware))) Q (e.g. Facebook) Most popular

Your guide to the ’
social networks

your kids use

Stay up to date and keep your child o .
safe in today's digital world

aX9

Search for a site, game or app to Explore other networks
find out more

Q (e.g. Facebook) > All networks A-Z Most popular
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What next?
Explore sites and apps together
Talk about what might be OK for children of different ages. Ask your child what sites or
apps they like. Write a list, and look at them together.
Be positive about what you see, but also be open about concerns you have: "I think
this site's really good" or "I'm a little worried about things I've seen here".

Talk to your child about what you think is appropriate — but also involve them in the
conversation. Ask what they think is OK for children of different ages — they'll feel
involved in the decision-making.

Be aware that your child might talk about friends who use apps or visit sites that
you've decided aren't suitable. Be ready to discuss your reasons, but recognise that
they may not agree with you. Listen carefully for the reasons why.

Go through a final list of sites you both agree are OK, and work out when you'll next
discuss it.

We hope that this evening’s session
has made you want to take action
when you get home!

Here are some simple ideas...

DA Micresoft  the Zone



essentials

Ask your children who they talk to online — remember to ask if

WhO they have friends they only know online, people they play games
with online but don’t know and if they talk to anyone that upsets
or worries them

Find out what they do online — do they share pictures of

Wh at themselves, are they always kind to other people online, do they
‘hack’ their friends accounts or post comments on YouTube

Get them to tell you where they go online — have they signed up for

Whe re any commercial websites, have they been to any sites that have upset
them are they sent links to sites that they then visit?
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https://www.net-aware.org.uk/networks/?order=-popularity
https://www.thinkuknow.co.uk/
mailto:dstorey@rwba.org.uk

